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3 CCTV surveillance by your neighbour 

Summary 
Constituents sometimes complain to their MPs that a neighbour’s CCTV camera is 
“intrusive” and ask what the law says. 

The use of CCTV in general is regulated by the Data Protection Act 2018. However, the use 
of cameras for limited household purposes is exempt from the Act, providing that the 
field of view is limited to the householder’s own property.  

The Information Commissioner’s Office (ICO) enforces the 2018 Act. An ICO helpline (0303 
123 1113) is available for queries on data protection, including the use of CCTV. 

The domestic use of CCTV could be challenged if its use amounted to harassment under 
the Protection from Harassment Act 1997. The relevance of the legislation would depend 
on the specific circumstances.  

 

 

 

https://ico.org.uk/
https://ico.org.uk/Global/contact_us
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1. The Data Protection Act 2018  
The use of CCTV in general is regulated by the Data Protection Act 2018. 
Photographs or moving images of individuals qualify as “personal data” 
for the purposes of the Act.1  

The use of cameras for limited household purposes is exempt from the 
Act, providing that the field of view is limited to the householder’s own 
property.2 

If someone is using CCTV for business purposes, they will need to 
comply with the Act. 

The Gov.UK website gives brief guidance on some of the considerations 
to take into account so that a CCTV system does not intrude on the 
privacy of others: 

3.1 Reasons for getting a CCTV system 

Think about the following questions before getting a CCTV 
system: 

• why do I need CCTV? 

• could I use another means to protect my home, such as 
improved lighting? 

• what do I want my CCTV camera to view and record? (this could 
be the front door, a parking space, the back yard, a shed etc) 

3.2 How your CCTV system affects others 

It is important to consider the privacy of others while setting up 
your system. Ask yourself: 

• where will I position the CCTV to ensure minimal intrusion in to 
my neighbour’s and other people’s privacy? 

• will the range of the cameras overlook my neighbour’s property, 
pavements and other areas? (if so, consider ways to reduce 
intrusion such as using privacy filters) 

• how will my neighbours feel about my CCTV? 

3.3 Letting people know about your CCTV system 

Ensure that you are transparent to those around you when 
installing your CCTV system. You can do this by: 

• informing your neighbour(s) about your system 

                                                                                                 
1  See ICO, What is personal data?, May 2018 
2  The General Data Protection Regulation (2016/679 EU) came into force on 

25 May 2018 and is now the basis for UK data protection law. The GDPR does not 
apply to personal data processed “by a natural person in the course of a purely 
personal or household activity” (Article 2(2 (c)).  

 In 2014, a European Court of Justice ruling determined that the “domestic purposes” 
exemption under the then in force 1995 Data Protection Directive only applied if a 
camera’s field of view was restricted to the householder’s own property - ECJ 
(Fourth Chamber), Case C-212/13, request for a preliminary ruling, 11 December 2014  

 

https://www.gov.uk/government/publications/domestic-cctv-using-cctv-systems-on-your-property/domestic-cctv-using-cctv-systems-on-your-property
https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/what-is-personal-data-1-0.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://curia.europa.eu/juris/document/document.jsf?text=&docid=160561&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=17282
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
http://curia.europa.eu/juris/document/document.jsf?text=&docid=160561&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=17282
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• putting up a notice informing people that recording is taking 
place 

On the use of CCTV and the storage of images, the guidance states: 

3.5 Taking responsibility for your CCTV system 

If you are thinking of installing a CCTV system on your property, 
you should be aware of your responsibilities: 

• it is your responsibility to make sure that the CCTV system is 
installed correctly 

• you are also responsible for all the information that is recorded 
by your system 

• you must make sure that the information is not used for any 
other purpose than protecting your property 

• it is vital that you understand how your system works, so please 
make sure you read the manual and if necessary ask your installer 
to show you how to operate it 

3.6 Storing the recorded information 

Ensure you follow the steps below when storing the information 
you record on your CCTV system: 

• you should make sure that the date and time on your system 
are accurate 

• it is important to check that you have enough recording space 

• you should not store any information or images for longer than 
is necessary to protect your property which means you should 
delete the information once it is no longer required 

• you should make sure that the information recorded is used 
only for the purpose for which your system was installed (for 
example it will not be appropriate to share any recordings on 
social media sites) 

• you must keep the recordings secure and keep access to them 
to a minimum (remember that you are responsible for what 
happens with the information)…3 

Data subjects have a number of rights under the 2018 Act. These 
include a right of access to find out how personal information is being 
used and stored.  

The Information Commissioner’s Office (ICO) enforces the 2018 Act. The 
ICO is working on updated guidance on CCTV.4 

An ICO helpline (0303 123 1113) is available for data protection queries, 
including on the use of CCTV. 

  

                                                                                                 
3  Gov.UK, Domestic CCTV: using CCTV systems on your property, 8 December 2015 

[accessed 5 July 2018] 
4  i.e. to take into account the 2018 Act and the GDPR – see ICO, Guide to the General 

Data Protection Regulation, June 2018, p233 

https://ico.org.uk/your-data-matters/your-right-of-access/
https://ico.org.uk/
https://ico.org.uk/Global/contact_us
https://www.gov.uk/government/publications/domestic-cctv-using-cctv-systems-on-your-property/domestic-cctv-using-cctv-systems-on-your-property
https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf
https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf
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2. Protection from harassment 
The use of CCTV cameras by a neighbour could, depending on the 
circumstances, be challenged under the Protection from Harassment 
Act 1997 (as amended). Under section 1 of the Act, a person must not 
pursue a course of conduct which amounts to harassment of another 
and which he knows or ought to know amounts to harassment.  
Conduct in breach of section 1 is a criminal offence.5 The question of 
when someone “ought to know” what amounts to harassment is 
addressed as follows: 

…the person whose course of conduct is in question ought to 
know that it amounts to [or involves] harassment of another if a 
reasonable person in possession of the same information would 
think the course of conduct amounted to [or involved] 
harassment of the other.6 

The prohibition on the type of conduct defined above does not apply if 
the person who pursued it can show that it was for preventing or 
detecting crime.7  

Further information on the Act is available in the Library paper, The 
Protection from Harassment Act 1997 (CBP 6648, 9 June 2017). 

In December 2008, the Home Office published the following advice: 

Whilst it is lawful for you to monitor your own property for 
security purposes, the manner in which CCTV is used, in particular 
where the field of view covers areas outside your property, may 
have legal consequences.  

Cameras being deliberately trained on areas outside an 
individual’s property, could amount to harassment and potentially 
give rise to prosecution under the Public Order Act or Protection 
from Harassment Act.8 

If a neighbour is concerned that CCTV is being used for harassment, 
anti-social behaviour or other matters dealt with under the criminal law, 
then these are matters for the police. 

 

                                                                                                 
5  Section 2(1) of the 1997 Act 
6  Section 1(2) of the 1997 Act 
7  Section 1(3) of the 1997 Act 
8  Using your CCTV in a Responsible & Proper Manner (available from the archived 

Respect website, accessed 5 July 2018) 

http://researchbriefings.files.parliament.uk/documents/SN06648/SN06648.pdf
http://researchbriefings.files.parliament.uk/documents/SN06648/SN06648.pdf
http://webarchive.nationalarchives.gov.uk/20100405140515/http:/asb.homeoffice.gov.uk/uploadedFiles/Public_site/Document_Library/CCTV_publicGuide0154.doc
http://webarchive.nationalarchives.gov.uk/20100405140515/asb.homeoffice.gov.uk/article.aspx?id=12624
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3. Dispute resolution 
If a constituent wants to obtain legal advice on their circumstances, the 
Library’s Briefing Paper Legal help: where to go and how to pay 
(CBP 3207, 15 June 2018) may be useful.  

Another Library Paper describes Mediation and other alternatives to 
court (CBP 4176, 6 June 2013). 

 

 

 

 

http://researchbriefings.files.parliament.uk/documents/SN03207/SN03207.pdf
http://researchbriefings.files.parliament.uk/documents/SN04176/SN04176.pdf
http://researchbriefings.files.parliament.uk/documents/SN04176/SN04176.pdf
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 About the Library 
The House of Commons Library research service provides MPs and their staff 
with the impartial briefing and evidence base they need to do their work in 
scrutinising Government, proposing legislation, and supporting constituents. 

As well as providing MPs with a confidential service we publish open briefing 
papers, which are available on the Parliament website. 

Every effort is made to ensure that the information contained in these publically 
available research briefings is correct at the time of publication. Readers should 
be aware however that briefings are not necessarily updated or otherwise 
amended to reflect subsequent changes. 

If you have any comments on our briefings please email papers@parliament.uk. 
Authors are available to discuss the content of this briefing only with Members 
and their staff. 

If you have any general questions about the work of the House of Commons 
you can email hcinfo@parliament.uk. 

Disclaimer 
This information is provided to Members of Parliament in support of their 
parliamentary duties. It is a general briefing only and should not be relied on as 
a substitute for specific advice. The House of Commons or the author(s) shall 
not be liable for any errors or omissions, or for any loss or damage of any kind 
arising from its use, and may remove, vary or amend any information at any 
time without prior notice. 

The House of Commons accepts no responsibility for any references or links to, 
or the content of, information maintained by third parties. This information is 
provided subject to the conditions of the Open Parliament Licence. 
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